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SELECTED ASPECTS OF INFORMATION SECURITY

Providing information security is not an easy tagk.difficulty in providing
computer security is the fact that it must be atiomous process and not a one-time
activity. It is tremendously important that the lmasules should be followed
and good practices should be used. In order to sss#ee knowledge of these rules
and their observance, a survey was conducted byatithors among students
of three various faculties of different universstierhis paper presents the results

of the survey conducted and discusses its results

WYBRANE ASPEKTY BEZPIECZENSTWA INFORMACYJNEGO

Zapewnienia bezpieczgtwa informacyjnego nie jest zadaniem latwym.
Trudnoicig w zapewnieniu bezpieetwa komputerowego jest fake musi to by
proces cigly a nie jednorazowa czynfio Niezmiernie w#ne jest przestrzeganie
podstawowych zasad i stosowanie dobrych praktykelMy oceny znajondoi tych
zasad i ich przestrzegania, zostato przeprowadzpneez autoréw badanie
ankietowe wréd studentéw trzech tadych kierunkéw studiéw z sdych uczelni.
W pracy przedstawiono wyniki przeprowadzonej agkietmowiono jej wyniki.

1. INTRODUCTION

Providing information security is not an easy tabke published results of research
conducted among management staff of companies aterpeises demonstrate that
managers are aware of the importance of teleinfoomaecurity but it is not reflected in
reality — the occurring incidents contradict it. thtally, the most secure are those
computers and their resources that are isolatesh ftomputer networks and with no
possibility to copy data to external storages. Yle¢ necessity of effective work and co-
sharing of resources imposes connecting persormapgters to computer networks. An
additional difficulty in providing computer secwrits the fact that it must be a continuous
process and not a one-time activity. It is tremerstipimportant that the basic rules should
be followed and good practices should be usedrderao assess the knowledge of these
rules and their observance, a survey was condimgtéde authors among students of three
various faculties of different universities: Infoatics of Wroctaw University of
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Technology, Administration of Wroctaw University dnBiology and Environment
Protection of Agricultural University. The chapteresents the results of the survey
conducted and discusses its results.

2. BASIC RULES OF PERSONAL COMPUTER RESOURCES SECURITY
The measures taken to protect the computer resparu provide security of work in

the network should not significantly limit and slaewn work at the computer. Besides,

the cost of these security measures should be atteda the value of the resources
protected. Therefore, it is very important to atjilie security solutions to the needs and
financial possibilities of the user and the impoda of the resources protected. The basic
security methods, possible to be applied even lginbers, and without considerable
financial outlays, are the following:

« installation and updating of security software &irds base;

« scanning of the computer due to the occurrenc@yfare programs and deleting them
from the computer;

* not using personal accounts at generally accessiguters, e.g. university, hotel or
internet café computers (or frequent change ofyaiss);

« limiting the use of accounts on social portals goper configuration of them,
familiarizing oneself with the security and privageglicy of these portals;

« proper using, modifying and keeping of access pasisy

« deleting the history of websites and temporarydadcbrowsed;

« keeping control of information made available abgites and social portals;

< not keeping account logins and access passwordspiaces easily accessible to other
people or in computer folders;

¢ using the program keyboard to enter passwordsderdo protect against intercepting
information in case of keys pressed onltegboard

« keeping control of computer security system, updaéind adjusting it to current needs
and changes;

» avoiding visiting websites that are potentially darous;

e observing computer work and responding to untypiedlaviour (e.g. slowing down of
computer work, erasing files, change in the fileesj etc.);

e automatic updating of the operation system;

« physical protection of the computer;

« making back-up copies of important data and files;

» keeping important files as hidden ones or in hididdhers;

« hiding the computer IP address, e.g. through usippxy;

« using encoded connections;

* using separate accounts to make financial tramsec{jwith limitations to the value of
sums taken out, number of transactions in a giveiog, etc.) and keeping control of
the transactions made;

« deleting cookies files or putting them automatigcail the Trash folder;

e permanent deleting of files, deleting unnecessiéey from the Trash folder.

In the further part of the chapter we will presentd illustrate with charts how these
recommendations are followed by the group of sttslpalled.
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3. PROTECTION OF PERSONAL COMPUTER RESOURCESBY THE
RESPONDENTS

The basis of work in a computer network is limitedst in other people, continuous
control of the security systems used and their tipgla[1,2]. Following the
recommendations mentioned in item 2 of this papén imany cases sufficient to perform
one’s work safely in the Internet network (but afucse not always). A survey was
conducted by the authors to check whether thesermeendations, which seem to be
obvious in theory and not difficult to follow in g@ctice, are observed in reality. Students of
three universities were chosen as a research group.

3.1. Resear ch methodology

Participation in the survey (elaborated by the argtof the chapter) was voluntary and
anonymous. The answers from the survey forms weleused to make overall, statistical
lists and general analyses.

The survey was performed among students of diffefaculties of three Wroctaw
universities: Wroctaw University of Technology (WYTWroctaw University (WU) and
Agricultural University (AU). The following numbesf students participated in the survey:
103 3%year students of Informatics of the Faculty of Ganer Science and Management
of Wroctaw University of Technology, 53"4/ear students of Administration at the Faculty
of Law, Administration and Economics of Wroctaw Maisity, and 61 students of
Agricultural University (¥-year students of Biology at the Faculty of Biolagyd Animal
Breeding, and ¥-year students of Environment Protection at theuFpamf Nature and
Technology).

The survey form included 17 questions connectedh wiformation security, out of
which 13 questions were of a test type (not necigsaith a choice of one answer only),
while 4 questions were open ones. Providing ansimensiting to particular questions was
optional — the respondents did not have to ansWéreaquestions and some of the students
used this possibility. The survey was conducte@df8/2009 in order to learn and assess
the security methods used by the students to prdtee data collected on the computer
and when making use of network services as welfoaghe purpose of verifying the
recommendations concerning computer security {3}als intentional to choose students of
Informatics who due to the field of study selectsd their interests are likely to have
broad knowledge on the threats of loosing dataraetthods of protection against them, and
to give a comparison — students of other fields nfidstration, and Biology and
Environment Protection). The students of Inform&apolled, however, did not have in their
curriculum an obligatory dedicated course in infation security or teleinformation
security. Many of the issues regarding securityenmdiscussed within different courses
(obligatory and optional ones), e.g. issues of af@nal systems security, and data and
information science administrator’s role and tasks.

4. SELECTED SURVEY RESULTS

Due to the extensiveness of the survey we will gmesnly some of the results to the
questions asked.

Students, like other internet users, frequently enake of web browsers. The highest
number of the students polled (59%) who familiadizkemselves with the security policy
of the browsers they used were from Wroctaw Uniteisf Technology (Fig.1).
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Fig.1. Percentage comparison of answers regardamgiliarizing oneself with the security
policy of the web browsers used

The high percentage of respondents ignoring theniwgrthat a website is not safe
proves that little importance is attached to theermet security. As many as 74% of
students of WUT, 64% of WU and 38% of AU do notigasfrom browsing websites
indicated as dangerous ones (Fig.2). This situatiamorrying because a user who can see
this warning many times, and he knows that a gwebsite is safe, gets used to such
situations, ignores a warning of this type, which turn considerably decreases his
vigilance and as a result his own computer mayrgetted.
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Fig.2. lllustration of the respondents’ reactionwebsites perceived as dangerous ones
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It is commonly known that security software shohklinstalled — antivirus, antispam,
antispyware and firewall one. The percentage ptaten of the amount of software
installed on the respondents’ computers is showhign3. What may be surprising is the
lower percentage of the respondents installing riggcsoftware representing Informatics
(WUT) than from other fields of study (Administrati of WU, and Biology and
Environment Protection of AU). The reason may eequent exchange of hardware and
lack of time for the installations (which of couiiseabsolutely no excuse).
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Fig.3. Percentage presentation of the number gfeadents installing security software

It might seem that students of Informatics follote trequired rules of providing
computer security to a higher extent, thus it maysbrprising that they take first place as
for data loss as a result of harmful software @gtifFig.4) and as a result of computer or
software failure (Fig.5).
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Fig.4. Percentage presentation of respondents whbdata as a result of harmful software
activity
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An explanation of this state, however, may be 4 faat students of Informatics far
more frequently use the computer to do work/stugeojects and install far more different
types of software than the remaining responderus.tltis reason, however, they should
protect their computers better.
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Fig.5. Percentage presentation of respondents wasb data as a result of computer or
software failure

The survey conducted demonstrated that 60% of Widesits polled do not change
their internet account passwords (Fig.6), whilearasy as 64% of them conduct financial
transactions by the Internet (Fig.7).
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Fig.6. Frequency of the change of passwords bydbgondents
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Fig.7. Percentage presentation of conducting finantansactions by the Internet

As results from the survey, the financial transawdi are conducted for quite

considerable sums, taking into account the fadtttiey are performed by students (Fig.8).
The most numerous group in percentage, which hhdank account separated for this

purpose, is the group of the students of Administneof WU (Fig.9).
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Fig.8. Percentage presentation of the number ofpesadents conducting financial
transactions in given ranges of sums within a year
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Fig.9. Percentage presentation of the respondeatsnly a separated account to conduct
financial transactions by the Internet

It results from many generally accessible researapers that employees, due to
convenience, very often write down internet accauaséswords on slips of paper which
they place at a visible or easily accessible p(atea notepad, in a drawer, on the monitor
screen, under the keyboard). The students pollete aaut far better in this respect. As
many as 82% of WUT and WU students polled do nitevdtown the passwords anywhere
(Fig.10).
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Fig.10. Place of keeping passwords by the respasden
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3. CONCLUSIONS

It is often difficult for people to believe that @v a seemingly unimportant piece of
information is a valuable datum for a refined dttag person. For this reason, they ignore
the basic security measures, do not take proper ahtheir personal data and correct
protection of their personal computers.

The survey conducted demonstrated that not eveybasks the recommended
requirements regarding providing security of théadaollected on personal computers and
of safe work in the Internet network. However, tiighest number of the respondents using
good practices represents Informatics of WUT. Duéhe field of study selected these are
people who are more aware of the threats, and ma&eof the computer hardware and
security software more freely. The conclusion iattmore emphasis should be put on
constant indication to computer users of possiireats and methods of preventing them.

The people using internet services must be awaggisfing dangers. The contemporary
information technologies developing quickly offeora and more opportunities not only to
users in the scope of security but also to fraudstethe scope of attacks. The use of basic
simple rules, however, is not simple for everybodyerefore, free-of-charge training
programs in information security should be conddicend easily accessible information
and education materials in this scope should beeraadilable.
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